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LleHTp CKONKOBO,

OnncaHue TeXxHUYECKUX cpeacTB, HeobxoanMbIX ansa
aKTuBauuu, BbinyckKa, pacnpocTtpaHeHunsa n ynpaBneHus
AOCTYNnoM K nporpaMMHoOMy KkoMmnnekcy Rently.B4B

1. O6Lwwme nono>keHus

MporpamMMHbi  KOMNnekc  Rently.B4B He Tpebyer aktmBaumm C
MCMONb30BaHNEM NULEH3UOHHbIX Knouen. [Joctyn K ¢YyHKLMOHaANbHOCTU

NpPOrpamMMHOro obecneyeHusn npenocTaBnsaeTca NCKNKOUUTENBHO
YNO/THOMOYEHHbIM MapTHEPaAM Ha OCHOBaAHWM 3aK/HYEHHOrNO areHTCKOoro
norosopa.

2. Mopenb pacnpocTpaHeHusa U ynpaB/ieHMA 0,0CTYyNoM

MporpamMmMHoe o6ecneyeHne Rently.B4B pacnpocTpaHAeTca B paMKax Moaenu
"[MporpaMMHoe obecneyeHmne Kak ycnyra" (SaaS) n pasamelLeHo Ha CEPBEPHbIX
MOLLHOCTAX, Haxoaawmxca noa koHtponeMm OO0 «Pentnu» Ha cepeepax OO0
«Anpekc.0Obnako» Ha Tepputopunm Poccunckon Pepepaumn. [apTHEPHDI
nosly4yaroT AOCTYMN K CUCTEME Yepes 3almnLLEHHOE BEO-NPUIOXKEHNE.

3. "peHTndukauma u ayteHTUPUKauua nonb3oBateneun
[Mocne 3aknoYeHNA areHTCKOro 4orosopa napTHEPY NpenoCcTaBNAKOTCA:

e VIMeHHOWM NorvH (agpec aM1eKTPOHHOW MOYThI);

e VYHMKanNbHbIN Naponb AocTtyna, CcPoOpMUPOBAHHbLIMN aBTOMATUYECKU
cucTeMon;

« PonbBcucreme (MeHepxep, agMMHUCTPATOP, TEXHUYECKNUN MHTErpaTop
U T.4.), onpenenarLLas ypoBeHb 0CTyna K GyHKLUMNOHaNbHOCTW.

AyTeHTndMKaLumMA Nonb3oBaTenenm OCYyLLeCTBNAETCA 4Yepe3 3allULLEHHYH
dopMy BXxoga C ucnonb3oBaHmeMm npotokona HTTPS. B cnyuae
HeobxoaMMoCTu NpuMeHaeTca aByxdakTopHasa ayteHTudumkauma (2FA).

4. YnpaBneHue g0CTyrnoMm

NMpaBa pocTyna HacTpamMBaroTCA C YYETOM OPraHM3auMOHHOW CTPYKTYPbI
napTHEpa M YyCNoBUI areHTCKoro cornatleHus. [1na KaXkaoro nosb3oBaTesns
MO>XHO HaCTPOUTb:

e [OCTyn K onpeaenéHHbIM TapudHbIM M1aHaM;
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e OrpaHWYeHMA Ha NPOCMOTP, CO3AaHMe, peaakTUpoBaHME 3aKa30B WU
nokauum;
e pasrpaHuyeHune gocTtyna K NapTHEPCKMM AaHHbIM U NpoBangepam.

5. PerVICTpaLI,VIﬂ N MOHUTOPUHI aKTUBHOCTHU

Bce penictBua aBTOpPM30BaHHbIX MOMb30BATE/IEN NOrUPYHOTCA U MOTYT ObITb
NPOCMOTPEHbBI YePE3 aAAMUHNCTPATUBHbIN UHTEpPENc. ITO BKIOYAET:

e BXO[bl B CUCTEMY;

e W3MeHeHWne KoOHbUrypauuu;

e [NEeNCTBUA C 3aKa3aMu U NoKaunamu;

« yMnpasfeHue Nonb3oBaTenAMKN U NpaBamMu gocTyna.

6. besonacHocTb XpaHeHuAa y‘-IéTHbIX AaHHbIX

Maponn nonb3oBatenem xpaHATCA B 3aWMPpoOBaHHOM Buae C
ncnonb3loBaHneMm anroputMma bcerypt. lNepegaya gaHHbIX OCYLLECTBASAETCA
yepes wndppoBaHHble coegnHeHma (SSL/TLS).

7. PacnpocTpaHeHue gocTtyna

Bbigaua YUETHbIX [OaHHbIX OCYLLECTBNAETCA BPYYHYH) OTBETCTBEHHbLIM
cneuvannuctoM komnanmm OOO «PeHTnu» nocne 3aknOUEHUA areHTCKOro
norosopa. [1ocTyn BO3MOXEH TOMbKO yepe3d nHTepdenc Beb-nNpuno>KeHus,
[OCTYN K UCrofiHAeMoMy danny, ANCTPUBYTUBY UM NOKaNbHON YCTaHOBKE He
npeaycMoTpeH.

8. ynpaBneHMe aKTuBHbiMun ceccnamum

CucTteMa noanep>XxuBaeT aBTOMaTUYECKOe 3aBepLUEHNEe HeaKTUBHbIX CECCUN.
Mpu Heob6xoaMMOCTN AOCTYN NoNb3oBaTesia MOXeT OblTb 3ab6/10KMPOBAH UMK
O0TO3BaH Yepes3 aAMUHNCTPATUBHbLIN MHTEpPdENC.

9. OTKa3 oT UCNO/Ib30BaHUA NINL,EH3NOHHbIX K/1IoUen

MporpaMMHbI KOMNNekc Rently.B4B He ncnonb3yet MexaHU3M reHepauum,
pacnpocTpaHeHUsa WAM akTUBauuu NULEH3MOHHBLIX KAto4ven. YnpasneHue
npasamMu nocTtyna ocyLliecTBAeTcA LeHTpanM3oBaHHO yepes
agMUHUCTPaTUBHYIO NaHesb.

10. KoHTponb 3a cobnroaeHnemM ycnoBMm UCNnosib3oBaHuA
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00O «PeHTNnM» ocyLLLEeCTBNSET MOHUTOPUHT NCMONb30BaHUA CUCTEMBI N UMEET
BO3MOXHOCTb B /060 MOMEHT 0T03BaTb A0CTyM, MPUOCTaHOBUTb
NeATenbHOCTb nonb3oBaTens nnm orpaHNYnTb Ncnonb3oBaHue
onpeaenéHHbix ¢GYHKUMA B Cc/lydyae BbIABNEHUA HapyLIeHUA YCNOBUWN
areHTcKoro goroeopa.

3aknouyeHue

Taknm o6pa3oMm, B Ka4eCTBE TEXHUYECKUX CPEACTB A4 ynpaBieHna 4O0CTyNnoM
K nporpaMMHoMy ob6ecneveHuto Rently.B4B ncnonb3yrotca ToNbkKoO YYETHbIE
3anmMcu nonb3oBaTenen, a Takke cCUCcTeMa LEHTPANIM30BAaHHOIO KOHTPOAA U
pasrpaHmyeHna npaB, ¢yHKUMOHMpYyrOULaa Ha 6ase agMMHUCTPaATUBHOIMO
MHTepdenca nnatpopMoil.




